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Background: 
 
The transfer of information gathered during the detention 
and interrogation of suspected insurgents and terrorists gains 
an entirely new aspect of importance when weighed against 
the undefined boundaries in the Global War on Terror 
(GWT). Information that was previously important at the 
unit or regional level has now gained importance not only in 
a geographically wide sense, but temporally as well. A 
suspected terrorist detained in Somalia in 2001 may well 
prove to be integral to a terrorist plot on American Soil in 
2008. 
 

By using Biometrics data gathered from field contact with 
militants and criminal elements by US military and 
Government Agencies, it becomes possible to automatically 
recognize and intercept these individuals should they 
attempt a border crossing into the United States. 
 

It was through the use of fingerprinting that Mohamed al-
Kahtani, the purported 20th hijacker in the Sept. 11th, 2001 
terrorist attacks against the United States, was identified 
when taken into custody at Naval Base Guantanamo Bay, 
Cuba1. The Automated Biometric Identification System 
developed under military contract by Lockheed Martin 
identified al-Kahtani from fingerprints gathered in an 
unsuccessful bid for a US visa in August 2001. Without 
such a biometrics system in place, al-Kahtani may well have 
been detained in Cuba without ever being identified. 
 

As part of the CI/Human Intelligence plan for the U.S. 
Military, DOD HUMINT teams are provided with the 
Biometric Automated Toolkit (BAT)2, a ruggedized laptop 
with Biometric peripherals such as an FBI-compliant 
livescan fingerprint imager, iris-scanning device and digital 
camera. These Biometric data gathering systems are highly 
effective when used properly, but require a high level of 
communications infrastructure to assure that the data 
gathered in the field maintains its association with a 
particular detainee, as well as being transmitted to a central 
data center that provides the biometrics comparison services 
for the field units. Infrastructure such as this can be difficult 
to maintain in the field with competing resources requiring 
satellite communications priority. In many cases, it is more 
reliable to gather the information in the field, store the data 
on a CD or removable hard drive and in hard copy, and then 
transfer that information via hand-carry along with the 
detainees during their transport. 
 

 

 
Case Example: 
 
Members of the 3/2nd SBCT, US Army, can testify to a 
common situation arising from hand carried documents that 
not only jeopardized missions, but placed their troops in 
situations of increased danger. While deployed in Qayarra, 
Northern Iraq during April of 2004, members of the 3/2 
would detain insurgents during daily activities in their 
operational area.  These detainees would be held at Qayarra 
until a transport convoy, generally of five vehicles, would 
transport the detainees up to the regional detention facility at 
Mosul.  During these transports, the documentation required 
for processing these detainees was generally hand-carried in 
folders in the cab of the transport vehicle.  Documentation 
included arrest forms, interrogation forms, witness 
statements and digital biometrics data. The 60 km transport 
ran through some of the most insurgent active stretches of 
Highway 1 (Route Tango) and these convoys would 
frequently be hit with small arms fire or IED attack.  The 
likelihood of this paperwork to get shuffled or damaged 
during an attack proved to be very high. Upon arriving at 
the Detainee Center in Mosul, these insurgents would be 
turned over to the Regional Detainee Center after an 
inspection of the paperwork.  If the paperwork was shuffled 
or damaged, or there was any question as to what paperwork 
belonged to which detainee, the Detainee Center would 
refuse custody of the suspect.  At that time, the detainee 
would have to be transported back to Qayarra for 
reprocessing and would generally be transported back up to 
Mosul the next day, doubling the transport time, and there 
fore the risk for each of the transporting soldiers. 
 
Smartcuff Logistics: 
 

In response to the need for a reliable method for 
transporting detainee and suspect information, Smartcuff 
Technology Company developed the Smartcuff System.  
Designed for use in conjunction with the BAT system, 
Smartcuffs are a set of disposable handcuffs that contain an 
integrated, reusable memory storage device. Using 
Smartcuffs, data that was once hand carried on CDs and in 
folders can be reliably transported within the restraint of the 
detainee. With a storage capacity of 128 Megabytes, the 
Smartcuff can store hundreds of digital photographs, up to 
four hours of compressed video, tens of thousands of pages 
of text, or thousands of biometric signatures. 
 

As shown in figure 1., the BAT system can be used to 
compile a large amount of information on a detained 
individual, including audio & video transcripts, arrest and 
interrogation forms, photographs and biometrics.  This 
information can then be downloaded using any USB capable 
laptop, handheld or desktop computer to the Smartcuff 
device for transport along with the individual.  This data can 
be accessed during transport for information updates, and is 
uploaded to a central data center when the detainee arrives 
at their ultimate detention facility, which then confirms the 
information is added to the worldwide biometric database. 
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Fig. 1 – Information Flow through BAT and Smartcuff 
 
The Smartcuff device provides a secure, reliable method of 
information transfer that links dissimilar systems.  Through 
the use of electronic forms such as the CPAFAF, data can 
be easily exported in many different formats, including 
extended markup language (XML.) Using universal data 
formats such as XML, dissimilar databases such as the 
Automated Biometric Information System, BAT, and other 
proprietary systems can easily combine and share 
information.  Having a physical transfer device such as the 
Smartcuff allows information that might normally remain 
isolated in the field computers of a forward deployed 
CI/HUMINT team to be transported and processed at the 
same time as the individual. 
 
In the SBCT case described above, not only would the use 
of Smartcuff Devices have prevented the further risk of 
coalition forces due to re-transporting of detainees, but the 
reduced paperwork time would have allowed these same 
forces to provide more patrol time on the street and perhaps 
prevented some future attack against coalition forces by 
discovering other insurgent activity. 
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Mechanical Description of the Smartcuff Device: 
 
The Smartcuff device is a system of two single cuff flexible 
restraints captured by a hardened aluminum central hub.  Within 
this hub is embedded an electronic data storage module.  A data 
cable adapter converts the Smartcuff surface contact patch 
connector to a standard Mini USB data cable that can be plugged 
into any USB-Host capable laptop, desktop or handheld computer. 
All files on the Smartcuff can be accessed using standard file 
manipulation in a variety of operating systems including Microsoft 
Windows 2000, XP, Mobile 2003, Linux, Unix, OS-X and others. 
 

  
 

 
     
 
 
 
 
 

Field Preparing the Smartcuff Device: 
 

Step 1:  
 

Insert a single flexible restraint into each end of the Smartcuff Hub. 

  
Step 2: 
 

Curve each flexible restrain around behind the Smartcuff Hub and 
insert the end of the Restraint through the slots provided in the hub. 

           
Step 3: 
 

Pull the ends of the flexible restraint until approximately 3 inches of 
restraint protrudes from the front of the hub. 

         

Accessing the Smartcuff Device: 
 

Step 1:  
 

Hold the Data Cable Adapter with the bent steel U-Channel facing 
towards the Smartcuff Hub and the two locating pins on the top of 
the Cable Adapter as shown: 

 
Step 2: 
 

Slide the Data Cable Adapter onto the Smartcuff housing. With the 
locating pins captured in the three slots (two top and one bottom) 
slide the Cable Adapter to the left to lock it in place, as shown 
below. By plugging the other end of the USB cable into a laptop, 
desktop or handheld computer, The Smartcuff device can now be 
accessed as a Mass Media storage device under most operating 
systems. 

 


